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EXECUTIVE SUMMARY  

1. AQ is notoriously known in its sympathy to target airports and airplanes. Except for its most 
famous attack on the World Trade Center on September 11th, 2001, the organization has 
continuously attempted to target aviation, throughout the years.  

2. AQ currently attempts to reposition itself as the world’s leading terror organization and builds 
its support and connections.  

3. Unlike ISIS, AQ is based on sleeper cells which receive orders from leaders and act accordingly.  
4. AQ is spread across the world. AQIM is the organization’s branch in the Islamic Maghreb, 

which aims to overthrow the Algerian government and institute an Islamic State. AQAP is the 
organization’s branch in the Arab Peninsula, also known as Ansar Al-Sharia in Yemen and 
active in Yemen and Saudi Arabia. It is also present in Syria, Somalia, Libya, Egypt, 
Afghanistan, Pakistan and India. It also exists in Russia, however to a lesser extent.  

5. In December 2018, the UK Security Minister warned that AQ now attempts to attack airports 
and aircraft across Europe and that the organization has developed technology to use during 
those attacks.  

6. There are several possible scenarios in regards to the re-emerging threat of AQ. Among these 
are:  
a. Planting a bomb on an aircraft. 
b. A drone strike on aircraft and airports.  
c. MANPADS. 

7. In Europe, there are certain countries that are mostly targeted. Among these are: UK, France, 
Germany, Italy, Belgium, Sweden, Austria, Denmark, Switzerland Norway and the 
Netherlands.   

8. The main threat of these countries arises from the potential economic damage that will happen 
in the case of aviation attack. Other reasons may be related to their contribution in wars on 
Muslim soil.  
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BACKGROUND  

9. With the decline of ISIS, AQ now seeks to reposition itself as the world’s most powerful terror 
organization; in addition, places that were thought to be dormant are now expanded to Syria, 
Afghanistan, Yemen, Libya and other countries in the Middle East, where drones were used 
by AQ to deliver explosive devices . 

10. Except for its most famous attack on the World Trade Center in 2001, 
AQ has plotted several attacks on aviation:  
a. In 2006, the organization planned to bring down planes by using 

liquid explosives disguised as soft drinks.  
b. In 2009, a Nigerian man attempted to attack an airplane with 

explosives in his underwear. The explosives failed to detonate when 
his underwear caught fire as the plane approached Detroit, 
Michigan. 

c. In 2010, two printer cartridge packages, containing 300-400g of 
PETN plastic explosives and a detonating mechanism were found 
on separate cargo planes – one in the U.K. and the other in Dubai. 
They were bound from Yemen to the U.S.  A week later, Al Qaeda in 
the Arabian Peninsula (AQAP) took responsibility for the plot to 
detonate two cargo planes over the Chicago. Both bombs were 
already transported once before the stop-overs’ check; one on 
passenger plane and the other on a cargo plane.  

d. In 2013, an AQ manual – MANPADS-for-Dummies-style was found in Mali. The manual 
instructs how to operate MANPADS. These have been in the hands of the organization for 
long.  

e. In 2016, Daallo Airlines plane made an emergency 
landing at Mogadishu airport with a hole in its side. 
One passenger was propelled out of the hole which 
was caused by an explosion. Ethiopian authorities 
later released a video which shows a laptop given to 
the passenger by an insider, after he passed through 
the security checkpoint. Inside the laptop there was 
an explosive device, that caused the explosion in the 
air. The attack was executed by Al Shabaab, which 
pledged allegiance to AQ in 2012.  

11. AQ is now spread across the world. Below is a map which 
shows where AQ affiliates operate.  

Daallo Airlines Aircraft with a hole caused by an 
explosion 

AQ poster glorifies its success to 
smuggle printers with explosives 
inside cargo flights - a small amount 
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LATEST INFORMATION  

12. In December, the UK Security Minister warned that AQ now attempts 
to attack airports and aircraft across Europe, and that the organization 
has developed technology to use during those attacks. 

13. According to the Security Minister, the organization now attempts to 
reposition itself as the world’s lead organization. AQ still aspires for 
aviation attacks by using alternative ways to the traditional bomb 
smuggling via airports’ security system. 

14. According to the Security Minister, AQ has recently explored ways of 
putting bombs on planes. After a long research, the organization 
understood it is hard to reach an aircraft the way it was previously used, 
through the front door – i.e., by smuggling a bomb or a weapon and 
using it on board.  

15. That is why new techniques have previously been thought of, such as 
using an insider to plant bombs, by using their access into sensitive places.  

MODUS OPERANDI   

16. Realizing that smuggling a bomb through airports’ security system is a hard challenge - 
considering that security measures and technologies were enhanced - the organization would 
likely attempt to attack aircrafts in four main possible scenarios:  
a. Plant a bomb on a plane.  
b. Use drones to attack aircraft during departure, landing and on the ground.  
c. Use drones to attack an airport (facility).  
d. Use MANPADS to attack aircraft.  

17. It is assumed that AQ would use either an existing airport employee; another option is that a 
member of the organization would be hired at an airport to gain an access and then use it to 
execute the attack. The bottom line is that the insider threat plays a central role in plans to 
attack airports and aircraft.  

PLANTING A BOMB ON AN AIRCRAFT  

18. It is assumed that the organization will use Jihadi agents at airports. They will be placed as  
employees to obtain information and attack with minimum suspicion. The insider threat has 
long been a concern in aviation security, however now it gains more attention, considering the 

UAV Found in a Russian 
Airbase in Syria, 2018.  
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possible scenario in which an AQ member would be hired at an airport and help execute an 
attack.  

19. To recall, the Russian jet crashed over Sinai in October 2015 after taking off from Sharm El 
Sheikh exploded after a bomb which has been hidden in a drinking can and was assumingly 
placed by an airport employee, exploded. 

USING DRONES TO ATTACK AIRCRAFT AND AIRPORTS  

20. AQ has developed techniques to use drones with bombs attached. The British Security Agency 
has discovered sketches of drones designed to use bombs. Drones have already been used by 
groups such as ISIS in their attacks on Russian bases in Syria in 2018.  

21. This means that drones are also under the hands of AQ, and that they will be used in the future.  
22. This is partially the reason why the drone incident in Gatwick in December 19th- 21st caused 

panic; it was thought that the airport is attacked by terror figures. It is important to remember 
that drones may reach airports and aircraft relatively easily.  

23. Aircrafts may be attacked on the ground, such as during taxi or after landing. Airports may be 
attacked by drones simply by bombing a crowded area.  

 USE OF MANPADS  

24. Additional option in the use of terror 
organizations, specifically AQ, is 
MANPADS. The organization has 
thousands of them, and it is assumed that 
these systems will be used when possible. 
These missiles often referred as ‘shoot-and-
scoot’ weapons are simple to operate and 
allow a quick escape. 

25. In the past five decades, more than a million MANPADS were produced in 20 countries across 
the world. The majority of them are in governments’ arsenals, however thousands have made 
their way into the black market as a result of wars and corruption. Currently, groups such as 
AQ, ISIS and other terror organizations have mobile surface-to-air-missiles. Al Qaeda had a 
MANPADS manual for ‘dummies’ back in 2013. MANPADS weigh less than 22 kg and can be 
easily smuggled and thus undetected. Furthermore, aircraft are more vulnerable during 
takeoff and landing, since MANPADS, since the effective range of MANPADS peaks at 4.6km. 

26. To attack major airports, in any scenario AQ would require resources and connections. Since 
it is known that these capabilities are already in the organization’s hands, they are now in need 
of obtaining connections. That is why placing their fighters as airport employees will benefit 
future attacks. In other words, the highest threat against aviation today remains the insider 
threat.  
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WHO IS TARGETED?  

27. All AQ’s declared enemies in Europe, including Russia, are considered a target. These are 
similar to ISIS’ enemies and include within Europe major countries that have been threatened 
in the past. Among these are U.K., France, Spain, Italy, Belgium, Germany and more.  

28. Others, where the threat is also high, include Sweden, Switzerland, Norway and the 
Netherlands, Denmark and Austria.  

29. The threat is mostly directed at big European countries due to three main reasons. One is 
related to the location where the organization has a solid establishment. While ISIS’ 
fighters are oftentimes lone wolves and self-taught, AQ’s attackers are part of 
organized cell groups who operate according to specific instructions to attack.   

30. The second reason is related to the contribution and support of European countries of wars in 
Islamic figures and on Islamic land. That is why European countries that have supported and 
heavily operated on Islamic lands are under a higher threat from AQ.  

31. Finally, and perhaps a central reason is related to economic sustainability. The bigger the 
country, and the more economically sustainable it is – the more lucrative it is for AQ to 
paralyze it financially if an aircraft would be attacked on its soil. This means that leading 
European countries such as those mentioned above are seen by AQ as a target; attacking in 
those countries would lead not only to a financial breakdown but would also provide an 
unbelievable prestige to AQ and place it as a leader among other terror organizations.  

SUMMARIZING TABLE – AQ THREAT LEVEL IN EUROPE  

32. The table below summarizes the threat of AQ in Europe, based on the reasoned mentioned 
earlier.  

33.  Countries assessed as Medium and Low threat level are not immune to AQ’s threat, however 
it is assumed that they constitute a less lucrative target due to the possible damage that can 
emerge from an attack. It is also worth to remember that in countries with weak economy, 
attacks may also happen due to corruption, low level of human capital and low-security 
measures.  

 

Country AQ Attack Threat Level 

Albania Low 

Austria High 

Azerbaijan Medium  

Bulgaria Low 

Bosnia & Herzegovina Low 

Belgium High 

Cyprus Low 

Croatia Medium 

Czech Republic Low 

Denmark High 

Estonia Low 
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France High 

Finland Medium 

Germany High 

Republic of Georgia Low 

Greece Medium 

Hungary Medium 

Iceland Low 

Italy High 

Kazakhstan Low 

Kosovo Low 

Latvia Low 

Lithuania Low 

Macedonia Low 

Malta Low 

Moldova Low 

Montenegro Low 

Netherlands High 

Norway High 

Poland Medium 

Portugal Medium 

Romania Low 

Russia High 

Serbia Low 

Slovakia Low 

Slovenia Low 

Spain High 

Switzerland High 

Sweden High 

United Kingdom High 

Ukraine Low 



8          

 

 

 

DISCLAIMER OF WARRANTIES 

The information contained in the Product has been obtained from sources believed to be reliable and are provided 
by Solar Age on an "as is" basis. To the full extent permissible by applicable law, Solar Age disclaims all warranties, 
express or implied, of whatsoever nature including, but not limited to any warranties as to the accuracy, 
completeness, quality or adequacy of any such information, any conclusions set out in the Product and any 
translations in the Product. The reader assumes sole responsibility for the selection of the Product to achieve its 
intended results. The opinions expressed in the Product are subject to change at any time without notice. 

LIMITATION OF LIABILITY  

To the extent permitted under applicable law, in no event will Solar Age be liable in any way for actions taken or 
not taken by any person or entity as a result of the review by such person or entity of the Product or information 
contained therein or as a result of the interpretation of the Product or information contained therein by such person 
or entity. 


	AL Qaeda Threat on European Airports – analysis
	content
	Executive Summary
	BACKGROUND
	latest information
	modus operandi
	Planting a bomb on an aircraft
	using drones to attack aiRCRAFT and airports
	use of manpads

	who is targeted?
	summarizing table – aq THREAT LEVEL IN EUROPE
	DISCLAIMER OF WARRANTIES
	LIMITATION OF LIABILITY

